Application Brief M

SECNAP

NETWORK SECURITY

ANAGED NETWORK SECURITY

- e ———

=—__J
s—-’-’—..—-_"__

SECNAP Advantage

- Precise Intrusion
Prevention

- Regulatory Compliance

- Proactive Security
Protection

- Fastest ROSI

-Ease of Implementation

“SECNAP’s managed
security service has kept us
immune from all of the major
attacks that have crippled
other companies over the
last 5 years. The fact that
their service is reliable and
cost-effective is why
SECNAP is still monitoring
and managing our perimeter
today. We’re satisfied that
we’re getting a great return
on our investment.”

- Paul Proto, Asst. Director
of IT, CuraGen Corporation

Contact us for more
information:

SECNAP Network Security
Corporation

6421 Congress Avenue, #206
Boca Raton, FL — 33487

Ph: 866.SECNAP.NET [732.6276]
sales@secnap.com

www.secnhap.com
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Managed Network Security
Services

Industry analysts agree that to truly thwart
hackers and eliminate and stop unwanted
intrusions in today’s complex network
environments, enterprises must deploy
real-time Intrusion Prevention Technology
combined with around the clock
monitoring of alarms and potential
intrusions.

SECNAP’s patent pending Hacker Trap™
Intrusion Prevention System seamlessly
and transparently integrates into the
network to deliver a high level of accuracy
and performance by leveraging its access
to SECNAP’s Worldwide Edge Attack
Sensor Network. Hacker Trap’s™
signature, anomaly and rate based
algorithms facilitate automated defenses
against a wide range of attacks such as
malicious content, DoS, anomalies, virus
and spyware and access violations.

As packets pass through the
HackerTrap™IPS, they are fully inspected
to determine whether they are legitimate
or malicious. This immediate form of
protection is the most effective means of
preventing attacks and giving it the ability
to block and filter out illegitimate traffic
with precise accuracy.

Real-time and forensic report capabilities
provide actionable intelligence which help
you make quick informed security
decisions for the enterprise. The
HackerTrap™ IPS decreases IT security
cost by eliminating ad-hoc patching and
alert response, and continuously increase
IT productivity and profitability through
bandwidth savings and protection of
critical applications. SECNAP’s IPS
solution keeps you in control of your
security while keeping your key IT
Professionals focused on your business.

SECNAP Managed Network Security
Services Overview:

The HackerTrap™ IPS service offers:

e 24x7x365 IPS monitoring and
escalation services

e Real-Time Incident Response
and Resolution

e Real-Time Security Alerts (Email,
PDA, Phone Call)

e  Security incident response and
forensics assistance

e Log Archival and Security
Reports (daily, weekly, monthly)

e Remote Configuration
Management and Updates

e Automatic signature updates
uploaded from forensic databases

e Installation and utilization of The
HackerTrap™ patent pending
appliance, which offers

o Anomaly Detection

o Signature based detection —
over 10,000

o Bi-directional Deep Packet
analysis

o Inspects all inbound and
outbound traffic

o Integrated Vulnerability
Assessment Engine

o Integrated Correlation Engine

o Smart-alert Filtering to
eliminate almost all false

positives

o No latency or single point of
failure

o On-site or next day hardware
service

o Full integration with the
SECNAP’s Secure
Operations Center and
forensics database

o First-Alert priority vulnerability

notification

o All'logs remain in the local
network

o Bridged Dual Stealth Ethernet
(in/out)

o Fail Safe mode



SECNAP PRECISE INTRUSION PREVENTION SERVICES

NETWORK SECURITY

e Integration with SECNAP’s Worldwide Edge Network Security while off-loading the time consuming

Attack Sensor Network that offers: aspects of IPS monitoring. The SECNAP approach

o Tens of thousands of intelligent sensors in  keeps your private data local to your network and your
over 50 countries constantly monitoring IT Staff in control of your network Security.
the Internet for new attacks and threats.

o Early warning of trends and attack Contact us today for a 30-Day Evaluation and to request
vectors. additional information:

o Identifies specific vs generalized attacks ~ Call 866-SECNAPNET [866-732-6276]

~ Email sales@secnap.com
SECNAP’s combination of unique technology and ~ Visit www.secnap.com

security engineering expertise provides our clients
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